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Bitcoin Overview

Input: Alice’s Address, Prev. Tk, Sig
. Output: Bob’s Address, Bitcoin

Bob
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e Movement of coin from
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What 1s Mixing?
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* Provide matchmaking

e Alice can’t cheat Bob, vice versa
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* No evidence on public block chain
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e CoinJoin!

e Barber et. al?

org/index.php?topic
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Centralized Coinjoin
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Centralized Coinjoin
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lized CoinJo1

* Participant list on block chain

* One participant deters, entire
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FairExchange

FairExchange: Parties agree to deliver an
_item if and only if they receive an item in

exchange using blind signatures




o mechanism for pairing participants

- No cost for bailing or participating
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Public Matchmaking
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Address A Tor Hidden Service aa
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-way Handshake

lice places an ad with a unique identifier

ob responds to ad with another unique identi

ce confirms Bob’s response with a hidde
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Public Matchmakmg

AD TX1

Input: A4, Prev. Tx

Text: loc = 0,, nonce = N,
. Output: A4, t/2

6EBG957008
E03CE4DFA
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Public Matchmaking

N, paired to h(N,)

[N, paired to

. | RESPONSE TX2
Input: R, Prev. Tx

Text: id =

AD354FD190344BECs7

«——

Output: R, T




It all goes well...

. APPROVALTX3

. Input: A, Prev. Tx
Text: lock = (N, h(\NY)
. Output: 4, t/2

Both parties can carry out a fair exchange.
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Failure Recovery:

Ewvil Responder

. RPSPONSE TX2
EInpu:,v <
Text: id D5FD \

. Opehut: R, 1
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Failure Recovery

N, unpaired

from h(QV,) \

Sig

et

[N, unpaired
> ( from h(Ny]

A
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Failure Recovery:

Evil Advertiser

. AMRROVALTX
. Input: MPreyx
. Text: loger® W h(NY)
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N, aborted h(N,)
proof: N




Failure Recovery

. | RESPONSE TX>
Input: R, Prev. Tx

Text: id =

ADs54FD190344BECs7

<

Output: R, T

Na, Nr
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f Bailing & Particip

* All goes well: Both parties pay t
e Responder bails: Advertiser can

reuse their ad

‘responder pays T
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* Cost to advertising mitigates Sybils

* No evidence of pairing on the block chain

~* No central authority

¢ Matchmaking and FairExchange define

e
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Fraction of Sybils
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ipant 1s

* Cost for honest partic
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= |ast in block chain
== 1 block linked after
- 2 blocks linked after

3 blocks linked after
~ 4 blocks linked after
- 5 blocks linked after
== |og—normal fit
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* Xim: Public Matchmaking and

FairExchange
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¢ One side bails, other person gets their money b

th Alice and Bob commit money to each othe
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